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DATA & DIGITAL
ECONOMY

As the digital economy accelerates, Rajah & Tan
Asia is ready to take on this change with our
Data & Digital Economy services.

We hope to position ourselves as the region’s first
choice in legal solutions providers and thought
leaders in the Data & Digital Economy space and the
new Metaverse.

This is achieved with the strategy of merging core Data
& Digital Economy skillsets with the various specialist
practices across Rajah & Tann’s Corporate and Disputes
practices, drawing on the strengths and expertise of
each lawyer to provide clients with multi-disciplinary,
multi-legal solutions on a scale and depth few other
firms can meet internationally.

Rajah & Tann Asia transforms to be your go-to regional
team for all data and digital economy matters.
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Data & Digital Economy
Services

Fad

Artificial Intelligence &
Data Analytics

Regional Facilitators:
Rajesh Sreenivasan,
Igsan Sirie, Deepak Pillai

N

I"'
DDE Mergers & Acquisitions
Regional Facilitators:

Favian Tan, Terence Quek,
Eko Basyuni

Egss
Cloud, Data Centre &
Info-Communications

Regional Facilitators:
Benjamin Tay, Shemane
Chan, Tanya Tang, Zacky

Zainal, Intan Haryati

Do
&

E-Gaming & Entertainment

Regional Facilitators:
Lau Kok Keng, Lionel Tan,
Anissa Anis,

Saroj Jongsaritwang

o

[e]

Intangible Assets,
Intellectual Property &
Digital Media
Regional Facilitators:
Benjamin Cheong,
Anissa Anis

&b

Cybersecurity
& Cybercrime

Regional Facilitators:
Thong Chee Kun,
Wong Onn Chee, Deepak
Pillai

Electronic Commerce, Trade
& Consumer Protection

Regional Facilitators:
Kala Anandarajah,
Deborah Sobrepefa-Lacson,
Logan Leung, Yong Shih Han

o

Privacy, Data Protection &
Data Governance
Regional Facilitators:
Steve Tan, Deepak Pillai,
Supawat Srirungruang,
Igsan Sirie

NS
KX
DDE Disputes & Crisis
Management

Regional Facilitators:
Jansen Chow,
Rubini Murugesan,
Tng Sheng Rong

@
<P
N8
Fintech, Blockchain &
Smart Contracts

Regional Facilitators:
Regina Liew, Indira
Yustikania, Tracy Wong
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DATA & DIGITAL ECONOMY TMT —Band 1

Artificial

) “Highly regarded outfit, well placed
I n tel I I g e n C e & to provide expertise on telecoms
| and technology regulatory matters,

Dat a A N al yt ICS as well as licensing, data
protection, broadcasting and

R — distribution issues. Acts for an

2 AN B NSV | impressive roster of high-end

— domestic and multinational social
media, electronics and telecoms

g companies. Often provides advice
in relation to cybersecurity issues.”

Chambers Asia Pacific
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For further information please reach out to Rajesh Sreenivasan, lgsan Sirie and Deepak Pillai.

ARTIFICIAL

INTELLIGENCE &

DATA ANALYTI
m

Regulatory &
Compliance

Artificial
Intelligence &

)ata GOVEMANCE!
SACYHENSECUTILY

Data Analytics

CS

$

Data Analyucs Monetization &

Intangible
Assets
Protection

The rise of artificial

intelligence (“Al”) and data analytics

Is profoundly

transforming business models. Al encompasses data analytics, natural language
processing, machine learning, Big Data and IoT. Al solutions deployed by our
clients extract patterns from large sets of data, derive insights, and offer

predictions based on such information.

These wide-ranging solutions and business
processes enable our clients to integrate
information, analyse data and use the resulting
insights to improve their decision-making. Many
industry players have been making use of these
fast-evolving technologies to their advantage.
However, along with these advantages also come
their own set of legal challenges in areas such as
compliance, risks, ethics, privacy, manipulation,
data governance, and human-robot interaction.
These new technologies and business models also
require new strategies from a legal and compliance
standpoint.

As we approach a bifurcated future in both the real
and the metaverse, both Al and machine learning
will play a key role in the development of real-life
decision-making processes and the virtual world.

Legal expertise in data management and security,
as well as both intellectual property and intangible
asset protection, will be essential to clients dealing
in this space.

Led by a team of highly experienced lawyers
who are recognised thought leaders in this
nascent field, together with Legal Engineers
from our Rajah & Tann Technologies InnoLex
team, we provide multidisciplinary solutions to
meet demands in this rapidly evolving space
and stand ready to guide you through every
step of your Al journey.

Whether you are a company that is selling an Al
or data analytics solution, a company looking to
invest in an Al solution to drive your business
forward, or even a company that is utilising Al
and data analytics in your business operations,
we are well placed to provide end-to-end legal
support and to guide you through every step of
your Al journey.

Not to-be reproduced or disseminated without permission.
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For further information please reach out to Rajesh Sreenivasan, Igsan Sirie and Deepak Pillai.

Artificial Intelligence & Data Analytics Services

Our areas of focus comprise of the following, but are not limited to:

Regulatory & Compliance Monetization & Intangible Assets Protection

The team has a strong understanding of the regulatory
environment, in particular the Al ethics & governance
framework that are put in place across the region. We are
well-versed in assisting clients with assessing their
regulatory obligations and implementing the necessary
compliance measures in Al systems and solutions. This
includes antitrust and consumer protection advice, as well
as addressing privacy and data security issues. This
experience places us at an advantage to provide practical
and implementable legal advice for our clients.

Data Analytics

Working in tandem with Rajah & Tann Technologies Pte.
Ltd. and LegalComet, our team of experts offers clients
Legal Engineering advisory services including electronic
discovery (ediscovery), forensic technology, and data
governance.

Through identifying, preserving, and collecting data,
LegalComet can process such data into a structured format
for effective review. By utilising Al in our solutions, we are
able to analyse data to discover purposeful and valuable
insights for you.

The team works closely with our clients to devise legal
strategies by enforcing IP rights in Al and data analytics,
solutions such as IP protection of data systems and the
data assets themselves, patent coverage, copyrights,
trademarks, and trade secret protection, to prevent
infringement and misappropriation.

In data analytics and data monetization exercises,
businesses that are in the process of securing adequate IP
rights over such data assets will be able to benefit from the
pragmatic and commercial advice provided by the team.

Through Rajah & Tann Cybersecurity Pte Ltd, we have a
one-stop shop pairing of legal and technical services to
provide seamless cybersecurity and data protection
solutions to clients.

Our legal engineering team has a strong understanding of
the Al ethics and governance framework and is able to
provide end-to-end legal and technical support to assist
clients in compliance, legal proceedings, and government
investigations.

Not to be reproduced or disseminated without permission.
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Accolades

“Highly regarded outfit, well placed
to provide expertise on telecoms and
technology regulatory matters, as
well as licensing, data protection,
broadcasting and distribution
issues. Acts for an impressive roster
of high-end domestic and
multinational social' media,
electronics and telecoms
companies. Often provides advice in
relation to cybersecurity issues”

Chambers Asia Pacific (2023)

Teehnology & Telecommunications —
Outstanding

Asialaw Profiles (2023)
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“Advises developers, contractors, engineers
and governments from across the Asia Pacific
region on the gamut of issues, from those

CI O u d y Dat a Ce n t r e arising at the earliest pre-construction phases

through to completion and operation”
& Info-

Communications The Legal 500 Asia Pacific (2023)

DATA & DIGITAL ECONOMY

“Home to a respected disputes legal team
with considerable experience advising on
construction matters. The practice is active for
clients on data centre construction projects”

Construction —Band 1
Projects & Energy —Band 2
Chambers Asia Pacific (2023)
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For further information please reach out to Benjamin Tay, Shemane Chan, Tanya Tang, Zacky Zainal and Intan Haryati.

CLOUD, DATA CENTRE &
INFO-COMMUNICATIONS

Corporate Real Estate

Data Centre &
Communications

Cloud Data
Centres

Procurement

Cloud Computing
Contract Structures

The revolution of technology has brought about rapid changes in the
world of construction, giving rise to new digital infrastructure

projects such as data centres, smart buildings and

telecommunications infrastructure.

Our team at Rajah & Tann draws expertise
from our market-leading practices to assist
clients throughout the entire lifecycle of
complex infrastructure projects and service
provisioning in the technology space.

We are the go-to firm to provide expert
commercial and legal advice on all aspects
of telecommunications and technology
infrastructure - including  hardware,
software, facilities and structures that
support the delivery of connectivity,
business  systems and IT-enabled
processes. We also regularly advise on
data centre solutions for investors,
developers, operators, and users
participating in the data centre and
communications infrastructure realm.

To stay ahead of the rapid
technological developments in relation
to the future of the Metaverse, we
recognise that it requires a higher need
for connectivity, storage space, 6G
zero latency, and massive data centre
development.

We have broad expertise to guide and
advise our clients from IT procurement
to various stages of technology and
communications infrastructure projects
to advance alongside these
technological developments.

Amidst all of these, we ensure that our
clients stay compliant with current and
upcoming regulations.

Not to be reproduced or disseminated without permission.
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For further information please reach out to Benjamin Tay, Shemane Chan, Tanya Tang, Zacky Zainal and Intan Haryati.

Cloud, Data Centre, and Info-Communications Services

Infrastructure

We have advised extensively on technology infrastructure
projects across South East Asia, having acted for
multinational leading technology companies as well as
traditional powerhouses and specialised technology clients.

We provide advice at the earliest pre-construction phases
ranging from project feasibility to financing to contract
drafting.

We have advised private bidders and governments in the
various stages of the bidding of Public-Private Partnership
(PPP) projects for public technology infrastructure and have
also assisted in the preparation and/or assembly and
review of the documents and submissions necessary for the
bidding or award of such projects.

Our work involves assisting in preparing, negotiating, and
advising on concession agreements, Build-Operate-
Transfer (BOT) / Build-Own-Operate-Transfer (BOOT)
contracts, and other types of project development
agreements.

We also advise on project agreements such as
Engineering, Procurement and Construction (EPC)
contracts, Operation & Maintenance (O&M) agreements,
and offtake agreements.

Information Systems Procurement

Our broad experience and in-depth knowledge since
the start of the dot com have enabled us to help
numerous state-level IT major organisations in
drafting and negotiating complex information systems
procurement contracts based on shared services,
outsourcing, and PPP models.

We set the benchmark as pioneer draftsmen for
various cloud computing contract structures, both
from a vendor and a consumer perspective in the
Asia Pacific region and in the rest of the world.

Regulatory Compliance

Our team of experts can inform on the regulatory
concerns relating to your project, and the necessary
services and platforms your business requires.
Working regularly with regulatory authorities and
government agencies, we understand the factors
necessary for successful approvals and are promptly
in the know of new developments in regulations.

We also leverage RegTech (regulatory tools and
processes assisting in regulatory compliance) to
enhance the speed, minimize the risks and reduce
the cost of regulatory compliance.

Not to be reproduced or disseminated without permission.
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Accolades

Construction = Tier 1 since 2017

The Legal 500 Asia Pacific

Construction — Band 1
Projects & Energy — Band 2

Chambers Asia Pacific

Infrastructure — Outstanding

Asialaw Profiles
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For further information please reach out to Benjamin Tay, Shemane Chan, Tanya Tang, Zacky Zainal and Intan Haryati.

Cloud, Data Centre, and Info-Communications Services

Corporate Real Estate

Our Corporate Real Estate lawyers are equipped with
the right technological knowledge to provide relevant
advice on property due diligence and advisory
services concerning all property issues including
applications to the relevant governmental and
statutory authorities on stamp duty remissions and
approvals for subleasing, subdivision, change of use,
land use and easements.

The team also represents landlords and tenants in
leasing and subleasing transactions for various types
of commercial and industrial properties. We are very
familiar with the issues relating to technology
infrastructure such as state leases, long-term leases,
build-to-suit arrangements, turnkey projects, and sale
and leaseback agreements.

Cloud, Data Centres

Every business has been affected by the rapid
evolution of technology, data centres included. The
move to cloud computing has proved to be a cost-
effective alternative to setting up and running a
data centre.

The team combines depth of experience and
knowledge across a broad range of practice areas
in order to provide extensive capabilities in all
aspects of the cloud, data centre ecosystem.

This includes advising on Cloud Service Agreements, Cyber
Security and Data Privacy, Cloud Services Infrastructure and
compliance with the regulatory regime, to name a few.

Cloud Providers need to ensure that the necessary data
security measures are in place to safeguard the data that is
stored or processed.

In this respect, we work in tandem with legal tech specialists
from Rajah & Tann Cybersecurity to provide:

Cybersecurity Service Offerings

Pre-Incident
Risks and Security Assessments
Cyber Incident Simulation Exercise
Data Breach Prevention & Information Protection
Cyber Incident Response & Forensics
Vulnerability Assessment and Penetration Test

Compliance Review

v’

Post-Incident

» Cyber Incident Response & Forensics

* Malware Reverse Engineering

» Technical Advisory Support for Responses & Regulators
+ Post-Incident Controls Verification

Limiting the liability for security or risks in clouding is an
important issue and you can now have a one-stop shop access
to both legal and cybersecurity expertise with Rajah & Tann.

Not to be reproduced or disseminated without permission.
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Construction = Tier 1 since 2017

The Legal 500 Asia Pacific

Construction — Band 1
Projects & Energy — Band 2

Chambers Asia Pacific

Infrastructure — Outstanding

Asialaw Profiles
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“Acts for an impressive roster of high-end
DATA & DIGITAL ECONOMY domestic and multinational social me.dla;’
electronics and telecoms companies.

. “Often provides advice in relation to

Cy b e r S eC U r I ty cybersecurity issues, including drafting of
- cyber-breach readiness and response

& Cybercrime plans.’

Chambers Asia Pacific (2023)

“The team has an outstanding breadth of
expertise across the TMT sector. In
addition to handling matters concerning
technology and large-scale outsourcing,
media and over-the-top services and data
privacy, it also focuses on developing
areas such as cyber security and fintech.”

The Legal 500 Asia Pacific (2020)
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For further information please reach out to Thong Chee Kun, Wong Onn Chee and Deepak Pillai.

CYBERSECURITY

& CYBERCRIME

L N

l"’

Corporate Commercial

& Due Diligence

Security
Incident
Response

a Cybersecurity
& Cybercrime

RAJAH & TANN

CYBERSECURITY

» Security Audits
» Cyber forensics

Cybercrime
Prosecution &
Enforcement

Regulatory
Response

K
Litigation

Cybersecurity & cybercrime have always been key areas of concern in the
digital world. As we marvel at new opportunities in the Metaverse,
businesses must be prepared to face new and advanced threats of Meta-
cybercrimes where next level massive attacks make current ones seem like

systemic tests for the dangers to come.

Our Data & Digital Economy expertise in
cybersecurity allows us to help clients leverage
the value of data responsibly and safeguard the
confidentiality of sensitive data. Our market-
leading lawyers work in tandem with legal tech
specialists from Rajah & Tann Technologies and
Rajah & Tann Cybersecurity. in the creation of
new policies, cross-party reliance and systems,
meta-security standards and protocols, and next-
gen compliance procedures to ensure that
security is maintained while preserving the user
experience. This  synergistic  collaboration
provides technical audit, forensic and
investigation services to complement the legal
services that are provided by our technologically

savvy lawyers.

- We also provide multi-disciplinary data breach
" services and 24-hour emergency response teams N
~ ready to assist our clients as may be required.

Our team is the one-stop shop for all data
or cybersecurity matters, giving clients the
head start to solutions vital in the
Metaverse.

Customisable & Scalable Suite of
Services

We provide our clients with a holistic
solution designed to assist in preventing
cyberbreaches and in effectively
responding to a cyberbreach. Our services
can be customised to assist large
organisations as well as small and
medium-sized enterprises across every
industry.

“Not to be reproduced or-disseminated without permission. .
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For further information please reach out to Thong Chee Kun, Wong Onn Chee and Deepak Pillai.

Our end-to-end service offerings cover the entire risk management lifecycle in your operations and ensure they
maintain a robust cybersecurity solutions strategy. Working with highly experienced technical experts in the field of
security services and consultancy, we are a market leader in providing comprehensive pre and post-incident security
services. Our team also includes specialists with backgrounds in investigations and a former Deputy Public
Prosecutor who will be able to handle any cybercrime incidents. Our services include:

Cybersecurity & Cybercrime Services Y

Accolades

Band 1 - TMT

End-to-end Cybersecurity & Cybercrime Service Offerings

Pre-Incident

Privacy Impact Assessment (PIA)

IT Architecture Security Review

Configuration Audit

Threat Modeling and Risk Assessment

Cybersecurity Policies Development

Cyber Incident Simulation Exercise

Development of Incident Response Plan & Playbooks
Vulnerability Assessment and Penetration Test (VAPT)
Compliance Review

Source Code Security Review & Training

Vendor Risk Management, Programme Development and
Implementation

Due Diligence and Agreement Negotiation for M&A
Data Governance and Data Transfer Agreements
Employee, Financial, Healthcare Privacy and Data
Protection

Provision of Education and Training for Employees

Not to be reproduced or disseminated without permission.

Post-Incident

Cyber Incident Response & Forensics
Malware Reverse Engineering

Threat Hunting

Technical Advisory Support for Responses
& Regulators

Lessons Learnt Workshops

Post-Incident Controls Verification

Dark Web Monitoring for Post-Mortem
Transmission

Crisis Management and Remediation
Strategies

Cybersecurity Investigations and Litigation
Employee Disciplinary, Supplier Liability
and Third-Party Claims

(2017 to 2023)

“Often provides advice in relation to
cybersecurity issues, including
drafting of cyber-breach readiness and
response plans.”

Winner of “Innovative Lawyers in
Cyber Security & Data Governance” at
the FT Innovative Lawyers Asia-Pacific

2023

Band 1 - Corporate Investigations/Anti-
Corruption

Band 1 — Dispute Resolution:;
Litigation

“Prominent team known for handling
investigations. Frequently assists with
high-profile cases relating to fraud,
bribery, asset recovery and market
manipulation.”

Chambers Asia Pacific (2022)
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DATA & DIGITAL ECONOMY Dispute Resolution: Litigation —

DDE Disputes &

Band 1

- - “Prolific litigation team with plentiful
Cr ISIS M an ag em ent experience in big-ticket domestic
and cross-border disputes. Praised

for approaching matters from the
perspective of a corporate client.”

AT, Chambers Asia Pacific
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For further information please reach out to Jansen Chow, Rubini Murugesan and Tng Sheng Rong.

DDE DISPUTES &
CRISIS MANAGEMENT

Digital Assets &
Cryptocurrency
Tracing & Recovery

e-Discovery

Digital

E: Tokenisation

Fraud &
Investigations

Data Tech-related Seommerce
Protection Disputes Contracts
Cybersecurity F(;rr%%gics

Online Software
Infringement licensing,
Issues & ISP copyright
Defences & patents

Our dynamic litigation team has been pioneering cutting-edge data and
technology disputes, offering a multidisciplinary approach to assist
clients of every size and stage with integrated counsel. We have
navigated this terrain and guided clients in the asset recovery, forensics,
cybersecurity, technology, entertainment, software, marketing, media,
and gaming industries, across the entire spectrum of the digital space.

Our Services « Mergers & acquisitions disputes, joint

The digital wave has brought about major ventures disputes
transformation to  businesses  and .
commerce. The metaverse realm has also
open doors to new kinds of disputes
including data assets, avatar legal rights,
NFTs, meta interdependency disputes and .

token specific disputes.

Digital financing disputes

» Digital payment processing and token
disputes

Technology and telecoms infrastructure

disputes
Our team of tech litigation specialists are .
equipped to guide clients as they navigate

this new frontier, with emphasis on:

Digital trade and intangible asset related

disputes

» Digital asset and cryptocurrency tracing
and recovery

* Privacy and data use and governance
disputes

intellectual

e Software and

property
disputes

Working closely with the Rajah & Tann
Technologies Group of companies, our
lawyers together with our technical
professionals provide clients with cutting
edge legal service delivery models to meet
the demands and challenges of the digital
economy.

Not to be reproduced or disseminated without permission.
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For further information please reach out to Jansen Chow, Rubini Murugesan and Tng Sheng Rong.

DDE Disputes & Crisis Management Services

Cyber Fraud Investigations

Our team is at the forefront of cyber fraud
investigations, obtaining the first reported Mareva
Injunction in Singapore against “persons unknown” to
freeze cryptocurrency.

In the borderless and anonymous nature of the digital
sphere, there are often challenging issues of
jurisdiction, source, and credibility. Working in tandem
with Rajah & Tann Cybersecurity Pte. Ltd. and Rajah &
Tann Technologies Pte. Ltd., we deliver services in
close collaboration with other professionals in anti-
corruption, investigations and digital forensics, forensic
accounting and insolvency. The team has forensics
capabilities to provide blockchain analysis and asset
recovery work for all aspects of fraud in the digital
space.

Alternative Dispute Resolution

Alternative dispute resolution (“ADR”) is an effective
problem-solving tool increasingly used in lieu of litigation,
the benefits being the confidentiality, flexibility, relative
speed, and potential time and cost savings.

This is particularly important in the ever-changing digital
sphere where swift and commercial resolutions often
take priority.

The team has notable expertise and is highly
experienced in managing disputes both domestically and
globally through ADR. Our services include arbitration,
mediation, negotiation, and settlement conferencing.

Digital Assets & Cryptocurrency Tracing & Recovery

As the use and exchange of digital assets and cryptocurrencies surge worldwide, wrongdoers are employing
increasingly sophisticated techniques to obscure transfers and obstruct tracing exercises.

Our specialists constantly adapts their tracing and recovery tools to ensure we offer an effective set of legal
mechanisms to help clients seek redress and recovery of their digital assets, including tracing and recovering

cryptoassets, tokens, or their equivalent value. The team also represents clients in recovery proceedings to prevent

asset dissipation.

Not to be reproduced or disseminated without permission.
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Accolades

Dispute Resolution & Litigation —

Outstanding
Asialaw Profiles (2016 - 2023)

Commercial & Transactions —
Tier 1

Benchmark Litigation Asia Pacific
(2022)

Dispute Resolution: Litigation —
Tier'1

The Legal 500 Asia Pacific
(2015 - 2023)

“Regional Litigation Law Firm
of the Year”

ALB SE Asia Law Awards (2020)
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DATA & DIGITAL ECONOMY

DDE Mergers

& Acquisitions

O

M&A — Tier 1
ALB M&A Rankings (2022)

“‘Rajah & Tann Singapore has a highly
regarded team of lawyers, leveraging the
strength of its network of Asian offices to

handle complex cross-border M&A
mandates.”

Chambers Asia Pacific (2023)

TMT = Tier 1

‘Rajah & Tann Singapore LLP is the ‘go to'
practice for major corporate clients across
various industries, including healthcare,
ecommerce and insurance, as well as for
regulators. Core areas of activity include big-
ticket technology M&A transactions, telecoms
infrastructure and regulatory issues, fintech,
data protection and cybersecurity.”

The Legal 500 Asia Pacific (2020)
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For further information please reach out to Favian Tan, Terence Quek and Eko Basyuni.

DDE MERGERS &
ACQUISITIONS

Data privacy, security,
source code review and
compliance issues

Transaction

Due
Diligence

Commercial
practices,
industry regulations,
post-acquisition
processes

Investment,
shareholder, sale
and purchase and
business transfer

agreements

Acquisition
Integration

Whether you are seeking to invest in, purchase assets or shares of a technology
company, or acquire new digital capabilities, our team of specialist tech lawyers is
here to provide effective and strategic legal support across the entire spectrum of

technology-related M&A transactions.

We have a thriving Tech M&A practice representing
investors, giant corporations, startups and
emerging enterprises involved in all facets of the
Data & Digital Economy. Our lawyers have acted
frequently on either side of the table in acquisitions
/divestments and investments into growth-stage
companies operating in the disruptive, cutting-edge
fields of Blockchain, Cryptocurrency, Agri-
FoodTech, FinTech, DeepTech, LegalTech and
MedTech, alongside more “conventional”
technology companies doing social networking,
gaming and e-commerce. Our team also assists in
the set-up of funds/fund formation and advises on
governance protocols that are involved in investing
in technology companies.

We understand that the traditional approach may
not work for M&A transactions in the digital sphere,
and we pride ourselves on providing the depth of
knowledge that is unique to
acquisitions/divestments and investments in tech
companies and/or their related assets.

Today, we are on the cusp of the Metaverse as
digital worlds and augmented reality continue to
be developed, and technology companies are
envisioning various types of Metaverse
platforms. Taking into account this new digital
reality concept, M&A activity and collaboration
between Metaverse builders and companies now
require Meta-specific M&A checklists and
indicators to ensure smooth integrations.

Our legal and technical specialists are highly
adept at providing practical advice on complex
iIssues that often arise in Tech M&A and Meta
Commercial transactions, from conducting
intellectual property and cybersecurity due
diligence to drafting transitional service
agreements, invention assignment agreements,
and designing data protection policies.

Our impressive roster of clients includes high-
profile technology companies which are a
testament to the caliber of our team and the
crucial role we play in the technology space.

Not to be reproduced or disseminated without permission.
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DDE Mergers & Acquisitions Services

b1

Accolades

Expansion and
Growth to Exit

Early Stage

Path to first material fundraising.
Issues include:

* |P (ownership & protection);

* Employment;

Raising material new money
including institutional investors
and preparing for exit:

Seed / Late

seed “High commitment to the project,

Incentive arrangements;

Data protection;

Terms of commercial
arrangements;

Regulatory & anti-trust;

Initial corporate governance; and
Tax - initial set up.

Maturity Stage

Full exit by way of IPO/sale:

Preparation and advice on exit;

Growth by way of M&A;
Ongoing listing advice; and

Maturity
(Post-
IPO/sale)

Tech M&A
Lifecycle

(IPO/sale)

Series B

Exit @

Qo

Interlink with financial advisors and institutional investors;

Regulatory and anti-trust advice becomes increasingly important.

Full corporate governance
implementation;

Continue full protection of IP
globally;

Implement incentive
arrangements;

Ensure robust process in
place for data and key
contracts;

Ongoing regulatory and anti-
trust analysis and compliance;
Internationalise and expanding
the offering;

Tax efficient structuring and
planning; and

Cybersecurity
compliance/audit.

Not to be reproduced or disseminated without permission.

very timely submission of tasks, pro-
active feedback on issues arising,
solution-driven and good skills in
negotiating.”

Asialaw Profiles (2022)

“Deep experience. Commercially
minded but detailed. Committed to
investing time and resources for
clients. Ahead of other Singapore
local firms in terms of developing
services/ capabilities in digital/ tech
law.”

“The team is highly compétent. They
add value at every possible
opportunity and aresalways on
standby to provide legal advice.”

IFLR1000 (2023)
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DDE Mergers & Acquisitions: How we can help

Due Diligence * Providing policy advice and enhanced due diligence
] options in legal, cybersecurity and data governance risk
Complex technology M&A trapsactlons can be lengthy management using a balanced scorecard approach: ACCO I ad es
and not always black and white. As the worlds of data « Due diligence review of material contracts, and key
privacy, cybersecurity, protection and intellectual property permits and licences;
collide, without proper due diligence - legal and « Ensuring consistency and compliance with prevailing .
technical, you may risk running into unexpected legal and laws and regulations; and Highly regarded team that leverages
financial problems or regulatory non-compliance. « Remedial work to regularise issues identified during the the strength of its network of Asian
_ N _ _ due diligence exercise offices to handle complex cross-
Cybersecurity due diligence plays an important role in the 9 ' border M&A mandates. Active in a
M&A process as we_II. An evaluation of a target Transaction Documentation range of sectors, including property,
Company’s Cybersecunty posture and experience Is manufacturing’ education and
critical. Our cybersecurity services subsidiary, Rajah & Our extensive experience and in-depth knowledge in this healthcare, acting for major banks
Tann Cybersecurity Pte Ltd, will assist you in conducting area have enabled us to work on several cross-border joint and corporate clients on public and
the appropriate due diligence regarding security data ventures and M&A technology deals across Asia. We private M&A transactions as well as
privacy, security, open source code review, compliance provide assistance in drafting, reviewing, and negotiating private equity deals. Effectively
issues, platforms and licensing arrangements. various key contracts and definitive documentation, such leverages the firm's wider practice
, , , as investment agreements, shareholder agreements, sale areas on related issues, including
Offering expertise beyond forensic aspects and  ang  purchase agreements and business transfer Ba i e e . B & ¥ real
traditional intellectual property due diligence, our . . : P 4
o _ e agreements, from both buyer’s and seller’s perspectives. . estate.
specialist legal team understands the bigger picture and -
will help you evaluate and assess the risks associated To ensure a smooth transition, our team also provides o . Chambets-Asia Pacific (2023)
with the transaction, allowing you to make better- transaction-related assistance, including the preparation L
informed decisions concerning the transaction and keep of: v o
the deal moving towards successful completion. We can « Employment contracts, independent contractor
help you with: agreements and intellectual property assignment
agreements;
« Conducting cybersecurity gap analysis; * Proprietary information and inventions agreements; and

* License agreements for intellectual property.
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DDE Mergers & Acquisitions Services

+ Joint development agreements

» Consulting and professional services
agreements

+ Click-wrap agreements

* Online sales and service agreements

« Terms of use and privacy policies

* Beta and evaluation agreements

« Maintenance and support agreements

* Open-source license agreements and audits

Post-Acquisition Integration

Our team understands that when a deal closes,
post-acquisition integration is a crucial indicator of
the overall success of an M&A transaction.

Drawing upon our in-depth knowledge of
commercial practices and industry regulations, in
addition to our expertise with post-acquisition
compliance and processes from a technical
standpoint, we help clients increase deal certainty,
reduce risks and lower costs to achieve the original
goals promised to shareholders.

By establishing clear objectives from the outset of
the transaction, minimising risk, and pre-empting
any issues that may lead to costly remedial actions,
we aim to develop and execute efficient and cost-
effective integration plans that not only support the
deal, but also our client’s future operations.

Other Areas

We leverage the entire spectrum of our firm's
practices to provide a seamless one-stop shop
experience to put together the right legal team for
any project, in any Asian city. Our approach is
collaborative, and we will work closely with you
throughout the transaction. Please find below other
aspects that we cover:

+ Capital Markets issues;

+ Corporate and tax structuring;

+ Competition and anti-trust issues;

+ Employment integration issues;

* Intellectual property rights;

* Regulatory approvals.

Not to be-feproduced of di_s,seﬁii'na_téd_'\)vithout pérmissidn'.

Accolades

Rajah & Tann Singapore LLP-is a
major player in Singapore takeovers,
while its dynamic regional and
international profile has enabled it to
land a high market share of cross-
border deals, particularly in
Southeast Asia; Myanmar is one
particular jurisdiction where the firm
has advised on a serieS of headline
transactions.

The firm has achieved further
prominence in REITs and trusts
M&A. Healthcare, banking, and

insurance"M&A are also fortes for

“the Singapore team. The firm has-an

_outstanding record in-public'M&A
and competing takeovers.

The Legal 500 Asia Pacific (2021)
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DATA & DIGITAL ECONOMY “Acts for an impressive roster of high-
end domestic and multinational social

Dlgltal Medla SOC|aI media, electronics and tele.coms
y companies...”

Media & Online

Falsehoods

“Operates in many areas of TMT
work, notably including those
concerning the development of
innovative technology or the digital
media entertainment sphere and data
protection issues”

Chambers Asia Pacific
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For further information please reach out to Lau Kok Keng, Lionel Tan, Anissa Anis and Saroj Jongsaritwang.

DIGITAL MEDIA,
SOCIAL MEDIA &

ONLINE FALSEHOODS

Corp & M&A

Litigation Regulatory

E-Gaming &
Entertainment

Intellectual
Property

Technology,
Data Protection,
Cybersecurity

Our specialist team of lawyers well versed in social media and digital
media laws offers a multidisciplinary approach to assist clients of every
size and stage with integrated counsel. From the earliest stages of the
digital media wave, we have navigated this terrain and guided clients in
the technology, entertainment, software, marketing, media, and gaming
industries, across the entire spectrum of social media and digital media

law.

Our Services

While digital and social media create new
markets and opportunities, they also open
the door to a range of issues such as
cybercrime, data protection, customer
privacy, intellectual property and content
regulatory compliance.

Players in the online media field also need to
enhance their understanding of complications
arising out of evolving services, transactions
and interactions in Web 3.0 realm as its
heightened usage becomes commonplace.

To assist our clients in navigating the media
space, we provide end-to-end, intuitive
advice on all forms of social and digital
media-related matters, some of which
include:

Drafting and advising on service contracts,
software integration contracts, software
and content licensing and development
agreements, and customer terms of use
and privacy policies for digital platforms;

Privacy and data protection provisions for
customers and employees of digital media
service providers;

Digital media intellectual  property
protection, prosecution and advice;

Issues related to cross border storage and
transfer of data and cloud service
provision; and

Mergers & acquisitions, joint ventures and
venture capital financings of digital media
companies.

Not to be reproduced or disseminated without permission.

RAJAH &TANN ASIA N PAGE23


mailto:kok.keng.lau@rajahtann.com
mailto:lionel.tan@rajahtann.com
mailto:anissa.anis@christopherleeong.com
mailto:saroj.jongsaritwang@rajahtann.com
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Digital Media, Social Media & Online Falsehoods Services

Procurement and Regulatory Litigation Online Falsehoods

Our specialist technology lawyers
provide clients  with  critical
guidance to ensure that their digital
and social media uses comply with
the existing regulations in place.

We assisted many clients from
across a wide range of industries
with drafting agreement terms
which include but not limited to
terms and conditions agreements,
talent  (influencers) acquisition
agreements, partnership
agreements, and content licensing
agreements.

We further assist in submitting

representations to the Media
Development Authority in
Singapore and other regional

media regulators on behalf of our
media clients pertaining to securing
the necessary statutory rights to
broadcast, license or distribute all
forms of media both film based and
digital in the Asia Pacific region.

Our litigation-based work spans the
world. We act for clients ranging from
multinational companies to startups in
various media-related disputes. We bring
together an unrivaled combination of
industry  knowledge not only to
courtroom proceedings but to the risk
avoidance and mitigation advice we
provide clients.

The team’s highly accomplished
litigators with strong litigation capabilities
in the digital space will help protect your
business interests if and when the need
arises. Our experience in the digital
media space includes prosecuting
parties on behalf of rights owners for
infringement of the rights owners’
intellectual property works, issuing
takedown requests to website publishers
and hosts for infringing and defamatory
content, investigative and analytical work
relating to objectionable social and digital
media content or platforms, and
managing class action litigation with
social and digital media implications.

While the entertainment world increasingly
values cross-media knowledge, along
comes with it the spread of online
falsehoods. To contain the spread of fake
news, the Singapore government has
implemented the Protection from Online
Falsehoods and Manipulation Act (POFMA)
and Protection from Harassment Act
(POHA) which seeks to protect the society
against damage from online falsehoods
created by malicious actors.

Online misinformation, if left unchecked,
could have disastrous and far-reaching
consequences. Having advised various
digital and social media companies and
other internet intermediaries, we are fully
equipped to advise clients on general
correction or take-down directions in order
to comply with POFMA and POHA, or if they
have any liability or are required to assist
the authorities with POHA. We constantly
keep abreast on the Ilatest regulatory
developments and help our clients respond
to and embrace these changes, enabling
them to thrive in this new legal landscape.

Not to be reproduced or disseminated without permission.
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Accolades

“Acts for an impressive roster of
high-end domestic and multinational
social media, electronics and
telecoms companies...”

“Operates in many areas of TMT
work, notably including those
concerning the development of
innovative technology or the digital
media entertainment sphere and
data protection issues”

Chambers Asia Pacific (2021)
“Specialising in non-contentious
and litigation work in the sports,

media and gaming industries.”

The Legal,.500 Asia Pacific (2021)
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South-East Asia:
International Trade/WTO — Band 1

‘Rajah & Tann offers in-depth legal expertise in trade
matters concerning South-East Asian countries.”

: “Excels in a range of areas, including anti-dumping, export

EI eCtrO nic CO mmerc e, controls, safeguards and the structuring of trade flows, as
well as handling customs regulatory compliance for

Tr ad € & CO nsumer international companies operating across a number of

- sectors, with particular expertise in the technology,
P o t e Ct 10N consumer goods and finance spaces.”

DATA & DIGITAL ECONOMY

TMT —Band 1

One satisfied client compliments the team by saying: "They
are very responsive and have a very strong ability to
handle complex and sophisticated matters.”

Tax — Band 2

“Offers wide sector expertise, having experience in tax
iIssues in the financial services, insurance and technology
sectors.”

Chambers Asia Pacific (2023)
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For further information please reach out to Kala Anandarajah, Deborah Sobrepefia-Lacson, Logan Leung and Yong Shih Han.

ELECTRONIC COMMERCE, TRADE
& CONSUMER PROTECTION

_ _ In this age of the Data & Digital Economy where rapid internet and
Consumer E|ecctjr3n|c|contract:tl?g technology advancement has impacted almost every aspect of
and deployment o Trade corporate and consumer behaviour, increasing accessibility and

protection electronic signature -
platforms connectivity have created a strong wave of consumer outreach.

Licensing & In addition to having a strong online presence to boost e-commerce sales, many
permits companies are now adopting innovation and automation in increasingly complex and

Pricing E-Commerce, requirements, imaginative ways to engage with their clients.
transparency, Trade & antidumping
consumer safety, Consumer matters, With expertise spanning all our practice areas, we have a solid grasp of technology

licensing regime _ trade-related trends in the spheres of e-commerce, artificial intelligence, blockchain and fintech.
Protection contractual " We constantly keep abreast of the latest developments in the sector, and our team is

documentation fully-equipped for potential issues that may arise from the constant evolution of
technology in businesses.
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Electronic Commerce, Trade and Consumer Protection Services

Electronic Commerce

It has never been clearer that a
robust digital platform and e-
commerce enabled service
delivery model is critical to
businesses.

Our team has extensive
experience in assisting clients in
creating the legal terms and
conditions, agreements for
electronic contracting, and the
proper deployment of electronic
signature platforms.

They are necessary to ensure your
transactions are valid and your
agreements enforceable.

Trade

The implementation of alternative
supply and demand channels for
businesses are crucial as a matter of
contingency and future planning.
Pivoting to e-commerce sale channels
is but one step. For continued
survival, businesses must build
flexibility through diversification, and
building on and managing supply
chains, even as operational efficiency
has seen investment in digitalisation,
with new opportunities arising through
digital ports and terminals.

We provide counsel and advice for all
types of matters involving the import
and export of goods, including origin,
valuation, exporter verification,
preferential treatment management,
strategic goods controls, hazardous
goods, licensing and permit
requirements, product recalls,
antidumping and safeguards, as well
as trade-related contractual
documentation.

Consumer Protection

With digitalisation, businesses are
now able to reach out to customers
in new ways.

Businesses are already or will
increasingly devise online
promotions and advertising
campaigns to maintain their reach
to customers. Yet, consumer
protection issues can be a minefield
for businesses. We are familiar with
consumer protection concerns on e-
commerce sites  and have
experience with the same.

We are able to advise our clients
intensively on the full spectrum of
consumer protection law, including
without  limitation on  pricing
transparency, consumer safety, as
well as the applicable licensing
regime for consumer products. We
also defend clients in investigations
by the consumer protection
authorities into their trade practices.

Not to be reproduced or disseminated without permission.

Accolades

“The firm took us on and moved the
process authoritatively and
painlessly for us in record time.
They never second-guessed us at
any time and have always provided
us the pros and cons.”

“The partners who worked with us
from day one are, in my view, the
most professional and pleasant
lawyers | have worked with.
Responses to.our queries are very
well researched and they are very
much up to date with issues that are
relevant to us and our
requirements.”

The Legal 500 Asia Pacific (2022)
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Electronic Commerce, Trade and Consumer Protection Services

Sustainability

With increasing concerns on ESG issues,
more focus is now placed on ways to
manage operations and reputation
through a sustainable business strategy.
Recent technological innovations have
helped data centres become sustainable,
and the advent of Metaverse platforms
could also have significant environmental
benefits. With a renewed focus on
sustainability within the technology sector,
Metaverse services can be leveraged as a
means of offsetting carbon footprint in the

real world and achieving net zero
compliance requirements.

Our team of specialist corporate
sustainability lawyers help corporates,
investors, and financial institutions

transform operations, manage risk and
drive growth towards a more sustainable
future. With our depth of expertise and
experience, we can help you address the
commercial aspects and economic
objectives of the transactions.

Cloud Computing

Cloud computing technology has
reshaped the e-commerce industry,
allowing businesses to save both
time and resources.

Our expert team can assist as you
begin your journey to find the right
cloud solution that will enhance
and empower your business’ e-
commerce site, advising on a
range of matters from cloud
computing contracts and
transactions to data security and
privacy in the cloud. We are also
well versed in other technologies
that can help your business grow,
such as Big Data, 10T, Artificial
Intelligence, etc.

For Cloud Computing Providers,
we understand how imperative it is
to provide a secure platform that
will safeguard customers’ personal
data during their cloud computing
sessions.

In this respect, our team works in
tandem with legal tech specialists
from Rajah & Tann Cybersecurity
Pte. Ltd. to provide the following
services:

End-to-end Cybersecurity Service Offerings

Pre-Incident
Risks and Security Assessments
Cyber Incident Simulation Exercise
Data Breach Prevention & Information Protection
Cyber Incident Response & Forensics
Vulnerability Assessment and Penetration Test
Compliance Review

v/

Post-Incident
Cyber Incident Response & Forensics
Malware Reverse Engineering
Technical Advisory Support for Responses &
Regulators
Post-Incident Controls Verification

Limiting the liability for security or risks
in clouding is an important issue and
you can now have a one-stop shop
access to both legal and cybersecurity
expertise with Rajah & Tann.

Not to be reproduced or disseminated without permission.

Accolades

“Rajah & Tann is definitely one of
the leading data privacy practices in
SEA. | have sought their advice on
many legal issues in Singapore and
other SEA countries.”

“Often, they were able to provide
very detailed analysis that left no
stone untouched.”

“Their assessments addressed the
right concerns of the customers and
were able to be implemented. The
billing is reasonable-and affordable.”

The Legal 500.Asia Pacific (2021)
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Electronic Commerce, Trade and Consumer Protection Services

Tax

The advent of technology has fuelled the
growth of e-commerce and has changed
the way in which consumers are able to
purchase goods. With the rise of electronic
marketplaces and platforms, businesses
have a wider reach to consumers across
the globe without the need to have a
physical store front. The rapid growth of e-
commerce has therefore led to increased
scrutiny from the Singapore tax authorities,
who have issued and implemented new tax
regulations governing e-commerce
businesses.

Our team of specialist tax lawyers can help
businesses such as operators of electronic
marketplaces or suppliers using these e-
commerce platforms by advising them on
the new Singapore tax regulations which
may be relevant to them. With our depth of
expertise and experience, we can help e-
commerce businesses to better manage

obligations.

Our Services

Our extensive experience with matters involving technological assets

gives us the upper hand in supporting our clients with the provision of

intuitive advice on all forms of e-commerce, trade, and consumer

protection matters, some of which include:

» Taking brick-and-mortar businesses to the e-commerce sphere;

* Reviewing business structures to best exploit FTA benefits;

* Providing advice on ongoing import and export requirements,
including other trade-related compliance issues;

* Reviewing campaigns to ensure that there are no consumer
protection violations;

* Developing a consumer protection compliance process;

+ Data privacy and security concerns; and

« Tax implications of e-commerce businesses.

Being part of a full-service firm with integrated practices means that
our clients have access to the experience and skills of all our lawyers
across the full spectrum of legal practices. Our team works closely
with the other lawyers in the firm and the Rajah & Tann Asia network
to provide clients with a comprehensive, multi-jurisdictional and
quality service.

We are accessible whenever you need us. We work efficiently and
deliver value — placing great importance on allocating the right lawyer

and understand their tax risks and . tothe righttask to ensure high-quality yet cost-effective service.

Do reach out to us to find out more.

Not-to be _rep:ri)'du‘ced o dié_s_emir_ié_ted- without permission. 7

Accolades

Consumer Goods and Services -
Outstanding

Asialaw Profiles(2023)

“They offer‘practical and.commercial
advice. They are quick, responsive
and diligent.”

“The team is able to match its legal
knowledge with in-depth
understanding of the industry,
making their legal advice highly
practical and useful:Always ready to
take callsat short notice; and are
brilliant in‘their delivery.”

£

“This firm has been led by excellent
partners. In addition, this firm may
cover almost all ASEAN countries.

They can provide us a whole picture

of ASEAN countries.”

The Legal 500 Asia Pacific (2023)
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DATA & DIGITAL ECONOMY “Advises on innovative and path-
breaking matters in the FinTech

- - space, leveraging Rajah & Tann
Fl n teC h : B I O C kC h a.l n Technologies, its legal technology

subsidiary, to better address the

& S m al’t CO N t I aCtS needs of clients and the changing

legal landscape.”

“Equally adept on the financial side,
working on digital payments matters
and with startups and investment
funds on financing deals.”

“Maintains a standout reputation in
fintech, telecoms regulation, data
protection and cybersecurity.”

Chambers Asia Pacific
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For further information please reach out to Regina Liew, Indira Yustikania and Tracy Wong.

FINTECH, BLOCKCHAIN
& SMART CONTRACTS

$

Financial Services
Regulatory

» Applications and licensing
* FATFsregulatory

+ Payment
services and « Compliance

e-money + Anti Money
institutions Laundering

* Tax

Technology K

Dispute
* Privacy and Resolution
data security
* Investigations

and enforcement

In this Data & Digital Economy,
the increasing use of blockchain
technology and digital assets
could ultimately reshape the way
many industries operate for
decades to come.

Our  multidisciplinary ~ team  tracks
developments affecting the blockchain and
digital assets industry in order to address
legal challenges and provide solutions for
blockchain and digital asset development
or utilisation.

Our long track record of working with block
chain and other emerging technologies
allows us to assist clients to pursue the
untapped possibilities of block chain
technology from innovative financing
structures such as token generation to
applications beyond cryptocurrency.

With the Metaverse is taking cyberspace by
storm. along with it comes a new class of
asset which has already taken shape in the
form of cryptocurrencies and NFTs. Our
lawyers can help you navigate your way
though the world of digital assets and
cryptocurrencies and assist with the legal
issues that arise where the virtual and real
worlds converge.

Smart Contracts

Blockchain applications and smart contracts
have also introduced automation to entirely
new functions. Our lawyers are highly adept
to advise on appropriate standards and
protocols for the deployment of blockchain
applications and smart contract coding to
ensure the validity and enforceability of these
smart contracts, and that confidentiality, data
security and privacy obligations are upheld.

Not to be reproduced or disseminated without permission.
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Fintech, Blockchain and Smart Contracts Services

Who We Can Help How We Can Help Y

¢ Financial Institutions and Intermediaries ~ * 'T Hardware, Software, Services Agreements. Accolades
Blockchain-enabled Tech Companies Regulatory support on compliance with outsourcing guidelines and Band 1 — TMT (2017 to 2023)
notice. Band 2 — FinTech
FinTech Start-Ups

» Facilitate and prepare for meetings with regulators to access funding Chambers Asia Pacific (2021)

€) Venture Capitalists & PE and showcase products.
_ o Tier 1 - TMT
@ Capital Market Intermediaries  Build bridges with traditional banks’ fintech labs. Tier 1 — Financial Services

Regulatory

« Due diligence on new start-ups. Tier 1 —'Banking & Finance

 Carry out specific compliance changes to target companies’ products

" . “Highlighted for his experience-in
as a condition precedent to investment.

fintech and financial sector
. . . . . . . disputes.”

» Advise and assist with navigating the financial regulatory requirements.
“The firm continues to make an
impression in financial services
regulatory matters, notably in fintech
and digital currencies.”

« Advise on data protection, intellectual property and technology
regulatory issues for new projects.

... * Assist with technology partnerships with IT firms in terms of

outsourcing deals and IT services agreements. The Legal 500 Asia Pacific (2021)

-+ Prepare submissions to regulatory bodies on legal risk assessments of
y new technology solutions or seeking of approval for outsourcing 4
arrangements.

“At the forefront of fintech
developments such as blockchain-
backed smart contract matters”

Assist with applying for licences with the relevant regulatory bodle_s. The Legal 500 Asia Pacific (2023)
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DATA & DIGITAL ECONOMY Intellectual Property — Highly
Recommended

I n tan g | b | e AS S etS ; “‘Rajah & Tann have the largest full-service
Intellectual Property

ASEAN footprints, which is attractive to clients
and law firms in the region who cannot match
this footprint.”

Asialaw Profiles (2022)
“A client praises the team at Rajah & Tann

Singapore for the "excellent, timely and
thorough analysis provided.”

Chambers Asia Pacific (2022)
TMT —Tier 1

“Its breadth of expertise marks out the practice
at Rajah & Tann Singapore LLP; data
protection issues, fintech developments,
regulatory matters, disputes and green
technology projects all make up key parts of
the firm’s regular workload.”

The Legal 500 Asia Pacific (2022)
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For further information please reach out to Benjamin Cheong and Anissa Anis.

INTANGIBLE ASSETS,
INTELLECTUAL
PROPERTY & MEDIA

Company data value &
technology solutions

e Tech

Commercialisatio Carallaraiians
Strategy

DEF:]
Commercialisation,
Media & Tech

Compliance with
regulatory regimes,
privacy & security 1=

Protection of
non-tangible
innovation &

standards :
creations

Management

The Information Age has brought about a thriving Data & Digital
Economy. Digital transformation and the growing embrace of IoT have
seen many organisations seizing the opportunity to deliver data
services, and ultimately reaping the benefits of data commercialisation.

As businesses start to amass a wealth of data,
the enhancement of customer data for powerful
insights and improvement of products and
services becomes highly valuable.

Beyond the considerations of company data
value and technology solutions, a data
commercialisation strategy also requires
compliance with regulatory regimes, as well as
privacy and security standards.

As we approach a future in the Metaverse, new
legislative models will be required. From
advising on policy thinking, real-time User-
Generated Content (UGC) management
systems, to content licensing frameworks
involving avatars, we have got you covered.

Our Services

In coping with the ever-changing legal and
regulatory landscape, the evolution of
technology and business models can be
potentially  disruptive and challenging,
particularly in the technology and media sector.

Not to be reproduced or disseminated without permission.

Companies are hard-pressed to keep
abreast of major developments in
technology as well as regulations.

We provide our clients with end-to-end
and intuitive advice on all forms of data
commercialisation, media, and tech
matters, some of which include:

» Privacy and data protection provisions;

* Intellectual property
prosecution and advice;

protection,

* Transparency and protection of
sensitive and confidential information;

« Licensing and commercialisation of
technology, data, digital media and
content, and intellectual property;

« Data acquisition and transfers;

» Trademark acquisition, licensing and
prosecution; and

» Digital assets and data recovery
services in the event of restructuring
or insolvency.
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For further information please reach out to Benjamin Cheong and Anissa Anis.

Intangible Assets, Intellectual Property & Media Services

Data Commercialisation Strategy

The importance of risk and legal obligations when
handling  sensitive information cannot be
overstated. We provide our clients with critical
advice and guidance on important societal and
legal questions ranging from liability, intellectual
property, data protection and even fundamental
rights, enabling our clients to develop an
overarching data commercialisation legal strategy.

Digital Asset Management, Tokenisation, and IP
Rights

With the Metaverse on the horizon, transactions
involving non-fungible tokens (NFTs) are surging to
new highs. The team understands that creating and
trading digital assets and experiences from the
creator economy is not as straightforward as that of
a physical one, and various IP issues may arise
from the purchase and sale of NFTs.

From digital asset securitisation, blockchain
custodian services, virtual real estate asset
protection, and gaming loot commercialisation, our
team is well-versed in all aspects involved to handle
this multi-faceted work.

Technological Considerations

To drive significant growth in data commercialisation, a
combination of major technological developments and
strategies is often used to get the most out of data and digital
assets. To capitalise on new revenue streams, it is critical to
keep pace with the evolving technologies in today’s fast-
moving business environment.

In keeping our finger on the pulse of the Ilatest
developments, we are able to navigate these waters and
help our clients respond to and embrace these changes.

The team is also able to assist in enhancing the value of
distressed assets by creating parallel value by tokenisation,
for instance through the creation of NFTSs.

Intellectual Property Management

The speed at which technology develops and the
increasingly competitive atmosphere in the digital arena call
for effective management of intellectual property portfolios to
ensure our clients’ assets are kept well and secure.

We assist clients with IP registration, licensing, transfer,
prosecution, watches and searches, and filing, amongst
others.

Not to be reproduced or disseminated without permission.

Accolades

Rajah & Tann Singapore’s
established IP law department is
involved with contentious and non-
contentious cases concerning
patents, trade marks.and copyrights.

Well known for advising clients on IP
licensing and brand protection, and
advises on transactional deals in
relation to the transfer and licensing
of IP rights.

Chambers Asia Pacific (2023)

Rajah & Tann Singapore fields a
teamwith seasoned’lawyers who are
_ well'placed to provide expertise on

telecoms and technology. regulatory
: ‘matters‘as well as licensing, data
protection and data centre projects.

Acts for an impressive roster of
high-end domestic and multinational

social media, electronics and
telecoms companies.

Chambers Asia Pacific (2022)
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DATA & DIGITAL ECONOMY

Privacy, |
Data Protection &
Data Governance

“‘Well-reputed, advises on data
breaches, conducting investigations
and internal audits of compliance with
data protection law.”

“Increasingly sought to provide advice
in relation to cybersecurity issues.”
Chambers Asia Pacific (2021)

“Known for expertise in cybersecurity
and data protection.”

“Frequently engaged by blue-chip
clients to assist on data misuse
Issues, data storage, and data
protection drafting.”

The Legal 500 Asia Pacific (2021)
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For further information please reach out to Steve Tan, Deepak Pillai, Supawat Srirungruang and lgsan Sirie.

PRIVACY,
DATA PROTECTION &
DATA GOVERNANCE

Outsourced Data Protection
Officer & Data Governance

Audit & Risk
Assessments

o

Data
Protection

& Privacy Legal &

Technical Data
Protection

Regulator .
J Compliance

Investigations

RAJAH & TANN

Q TECHNOLOGIES

RAJAH & TANN

CYBERSECURITY

Not to be reproduced or disseminated without permission.

Our specialist multi-jurisdictional data protection and privacy team
is the clear leader in the region, as far as privacy, data protection

acumen and services, data governance and

legal work are

concerned. We advise clients across multiple jurisdictions and
regions at each stage of the data lifecycle.

We provide a full gamut of services
revolving around data protection, privacy
and data. Our Kkeen expertise has
manifested in our provision of innovative
services when we became the pioneer of
such services in this area. Our best-of
breed value added services provide
organisations with guidance and advice
across compliance with privacy and data
protection laws, astute handling of data
breaches and data incidents, and data
handling as key assets of the
organisation.

Engagement in the Region

Closely following developments in the
data and digital economies of the region,
our team remains at the forefront of data
protection law, often speaking at
international conferences as subject
matter experts on the developments in
privacy and data protection in South East
Asia.

Data Privacy & Protection

We have assisted many clients from
across a wide range of industries to
comply with the various data protection
authorities and sector-specific
regulators.

The exposure we have to multiple
industries where we carry out
comprehensive compliance programs
for these organisations provides us with
the leading edge in understanding the
issues that are at play within an
organisation and the best practices that
should be adopted.

Our strong working relationships with
the key regulators have also allowed us
to develop a deep understanding of
these regulators’ priorities from a data
protection and privacy perspective.
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For further information please reach out to Steve Tan, Deepak Pillai, Supawat Srirungruang and Igsan Sirie.

Privacy, Data Protection & Data Governance Services

We are always at the forefront of legal
innovation, legal understanding and legal
services. Whether it is grappling with digital-
related technology issues, artificial intelligence,
big data, or the metaverse, we are there to
guide and advise organisations in navigating
laws relating thereto and in their
commercialization activities.

We have further distinguished ourselves with
the creation of a unique legal and technical
ecosystem with the setting up of separate
companies: Rajah & Tann Technologies Pte.
Ltd.; and Rajah & Tann Cybersecurity Pte. Ltd.

By engaging with us, clients have the benefit of
receiving seamless legal and technical
services in the privacy, data protection and
data governance space. For example, this
unique combination of both legal and technical
services that complete the data breach
preparedness and response ecosystem
services that we provide assures clients that
their data-related problems, incidents and
issues are handled by a best-of-breed multi-
disciplinary legal cum technical team.

Data Breach Readiness and
Data Protection Officer Services

Response /

A data breach can arise from many causes such as an intentional
hacking attack, employee mischief or neglect, inadvertent leak, lack of or
failure in security measures, equipment failure, human error, etc. It is no
longer a question of preventing data breaches but of whether one can
effectively handle a data breach when it occurs. With data continuing to
be a key asset and operational currency of any organisation, it is of
paramount importance for an organisation to assess its readiness in
dealing with a data breach and effectively deal with it when a breach
does happen. Our Data Breach Readiness and Response Services are
designed to meet and deal with the heightened risk and increasing
occurrences of data breaches in organisations across every industry.

Data Governance

Even with having a good data commercialisation strategy in place,
companies may find themselves stuck in the compliance and governance
phase rather than commercialisation itself. To maximise data potential
and seize opportunities, a strong data governance framework is critical to
data commercialisation.

The majority of successful data commercialisation efforts are reinforced
by fit-for-purpose frameworks. Our team of adept data specialists is well-
placed to identify potential gaps in laws and regulations, determine what
solutions are required to deal with these gaps, and to ensure that
businesses are in compliance with the law.

Not to be reproduced or disseminated without permission.

b1

Accolades

TMT Law Firm of the Year

ALB SE Asia Law Awards 2020

Winner of “Innovative Lawyers in
Cyber Security & Data Governance”
at the FT Innovative Lawyers Asia-
Pacific 2023

Winner of “Law Firm Strategy” at the
FT Innovative Lawyers Asia-Pacific
Awards 2020

The only local law firm listed in the
State of Legal Innovation in Asia-
Pacific (SOLIA) Report 2020

Outstand'i'ng — Technology‘and
. Telecommunications

Asialaw Profiles 2023
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For further information please reach out to Steve Tan, Deepak Pillai, Supawat Srirungruang and Igsan Sirie.

Privacy, Data Protection & Data Governance Services

Our Areas of Work

Across our regional network, our team helps clients understand how to manage privacy, data protection, data
governance and data security issues from a legal and technical perspective. Our experience spans the full range of

industry sectors and matters. Our scope of services includes:

@ Data breach readiness, @ Data mining, data
prevention & sharing, data

management processing & data
transfer agreements &
negotiation
@ Data and privacy- [ ) Internal and external

related claims &
litigation

data investigations,
response & remediation

@ Education & training for @ Privacy Impact
employees Assessment (PIA)

@® \Vulnerability
Assessment and
Penetration Test (VAPT)

@ Compliance review

@ Post breach response
& activation

@ 24x7 Standby
incident response
service

@® Online and offline

workplace privacy
issues and employee
data protection

Due diligence and
data protection
requirements in M&A
transactions

Data Protection
Officer services

Data governance &
data transfer
agreements

IT Architecture
Security Review

® Privacy and

cybersecurity policies,
audits & compliance
risk assessments

Technical and Legal
advisory support for
regulatory
responses

E-discovery & digital
forensics

Vendor risk
management &
implementation

@ Incident response &
forensics

Not to be reproduced or disseminated without permission.

b1

Accolades

Tier 1 = TMT
(2017 to 2023)

“Subject matter experts —
particularly in the data privacy
arena”

“A highly regarded practice for local,
regional, and international TMT
mandates.”

“Known for expertise in
cybersecurity and data protection”

The Legal 500 Asia Pacific (2021)

“The 'go.to' practice for major
corporate clients across various
industries.”

The Legal 500 Asia Pacific (2020)

RAJAH &TANN ASIA PAGE 39



mailto:steve.tan@rajahtann.com
mailto:deepak.pillai@christopherleeong.com
mailto:supawat.s@rajahtann.com
mailto:iqsan.sirie@ahp.id

INDONESIA
Assegaf Hamzah
& Partners

LAO PDR
Rajah & Tann (Laos)

CHINA

Rajah & Tann Singapore LLP
Shanghai Representative
Office

CAMBODIA
R&T Sok & Heng
Law Office

Christopher & Lee Ong

Rajah & TannLegal Myanmar

PHILIPPINES
Gatmaytan Yap Patacsil
Gutierrez & Protacio
(C&G law)

SINGAPORE
Rajah & Tann
Singapore

THAILAND
R&T Asia
(Thailand)

VIETNAM
Rajah & Tann
LCT Lawyers

Not to be reproduced or disseminated without permission.

We have arguably the deepest and widest experience and expertise in Singapore and
SEA for all forms of dispute resolution, including international, domestic and investment
treaty arbitrations, litigation in the Singapore and regional courts and the Singapore
International Commercial Court, mediation and settlement negotiations.

Lawyers Who Know Asia

RAJAH & TANN ASIA

Thank you

www.rajahtannasia.com
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